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ABSTRACT  |  This paper presents the application of cybersecurity 

to the operation and control of distributed electric power systems. 

In particular, the paper emphasizes the role of cybersecurity in 

the operation of microgrids and analyzes the dependencies of 

microgrid control and operation on information and communication 

technologies for cybersecurity. The paper discusses common 

cyber vulnerabilities in distributed electric power systems and 

presents the implications of cyber incidents on physical processes 

in microgrids. The paper examines the impacts of potential 

risks attributed to cyberattacks on microgrids and presents the 

affordable technologies for mitigating such risks. In addition, the 

paper presents a minimax-regret approach for minimizing the 

impending risks in managing microgrids. The paper also presents 

the opportunities provided by software-defined networking 

technologies to enhance the security of microgrid operations. 

It is concluded that cybersecurity could play a significant role in 

managing microgrid operations as microgrids strive for a higher 

degree of resilience as they supply power services to customers.

KEYWORDS  |  Cyber�physical systems, cybersecurity, defense-in-

depth strategy, microgrid-based distributed electric power systems, 

risk assessment and mitigation, software-defined networking

I .   IN TRODUCTION

Reliability and resilience are two indispensable dimensions 
of contemporary electric power system operations, which 
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highlight the migration of electric energy infrastructure 
toward the smart grid implementation. The traditional 
electric power systems designed with conventional reliabil-
ity requirements are not inherently resilient. Such systems 
are often designated as being robust for managing “highly 
probable with low impact” disturbances (e.g., ​N − 1​ con-
tingencies) but potentially vulnerable to “high impact with 
low probability” disruptions (e.g., ​N − k​ contingencies). 
Catastrophic power outages in the wake of Hurricane Sandy, 
which left nearly 7.5 million people without electricity for 
several days after striking a large portion of the eastern 
United States in October 2012, represented a clear example 
of the lack of resilience in contemporary electric power sys-
tems. Given a growing number of extreme weather events 
often attributed to global warming, resilience is increasingly 
valued in the supply of power services to customers.

The emergence of distributed energy resources 
(DERs) has given rise to an intense interest in the devel-
opment and implementation of distributed electric 
power systems. Such distributed systems can support 
and gradually replace traditionally centralized electric 
power systems as the localized power generation and 
consumption continue to reduce inefficiencies and vul-
nerabilities embedded in the long-distance power deliv-
ery, particularly in troubled regions of the world.

Microgrids are viewed as a powerful platform for building 
distributed electric power systems that are efficient, secure, 
sustainable, reliable, and resilient. The deployment of micro-
grids with enhanced and hierarchical control systems is 
identified as a clear solution to realizing the significant mer-
its of dispersed and variable DERs [1]. Microgrids can also 
play a role in mitigating the impact of electric power system 
disturbances under unexpected but catastrophic events like 
natural disasters and cyberattacks. When the operation of 
bulk power systems is disrupted by a natural disaster, micro-
grids are able to function as self-contained entities while 
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guaranteeing the survivability and the continuity of power 
supplies to local and critically positioned loads. Through the 
strategic management of onsite resources (both DERs and con-
trollable loads), microgrids can further offer ancillary services 
(e.g., black start) to restore electric power services in territories 
that are located outside microgrids. Accordingly, the increased 
penetration of microgrids at the power distribution level can 
potentially make a significant contribution to strengthening 
the resilience of electric power system operations [2]–[5].

Meanwhile, with the extensive use of information and 
communication technologies (ICTs), electric power systems 
have evolved as cyber–physical systems in which the func-
tions of cyber and power components are tightly coupled in 
their operations. ICTs can improve the operational perfor-
mance of electric power systems, but may also unintention-
ally expose electric power systems to cyber threats when there 
is a lack of proper security management. Cyber incidents 
can even give rise to catastrophic impacts on electric power 
system operations. In the simulated Erebos Cyber Blackout 
Scenario [6], a group of hackers successfully manipulated 50 
generators remotely after their control systems were infected 
with a malware known as Erebos Trojan. The generators were 
forced to be overloaded and finally burned out, which led 
to the collapse of the regional electric power system in the 
northeastern part of the United States. This viable scenario 
has successfully aroused public awareness to the potential 
physical damages on electric power systems by cyber means.

Table 1 lists the massive electric power outages resulting 
from cyber incidents [7]–[9] which demonstrate that cyber-
attacks can potentially trigger a widespread blackout in prac-
tical electric power systems. Specifically, attackers switched 
off breakers remotely in the Ukrainian electric power sys-
tem with the help of a malware named BlackEnergy Trojan 
on December 23, 2015, which left more than 30 substations 
disconnected and approximately 225 000 customers without 
power for about 6 h. It is believed that cyberattacks can fur-
ther magnify the implications of physical disruptions when 
electric power system operations are severely disrupted by 
extreme events. As the number of cyberattacks aimed at dis-
rupting electric power supplies tends to increase globally, 
electric power systems have to face a new frontier for man-
aging resilience in their operations.

Although microgrids pose significant potentials in sus-
taining local power services under emergency operating con-
ditions, they are also subjected to cyber incidents. It is thus 
of significance to identify cyber vulnerabilities in microgrid 

operations and deploy effective measures to address cyber 
threats. Also, it is critical to pay further attention to strength-
ening the capabilities of microgrids for sustaining power ser-
vices in the event of cyber incidents and protect local custom-
ers when cyber-induced power outages occur. In this context, 
cybersecure microgrid operations will be particularly emi-
nent to maintain highly reliable and resilient power supplies.

The rest of the paper is organized as follows. Section 
II introduces the composition and operation of microgrids 
by incorporating both cyber and physical characteristics. 
Section III presents the general cybersecurity requirements 
for microgrid operations, as well as the most common cyber 
incidents in contemporary microgrids. Section IV discusses the 
implications of cyber incidents on microgrid operations. Section 
V provides a risk-based framework for addressing cybersecurity 
concerns. Section VI develops a defense-in-depth approach to 
enhance microgrids’ cybersecurity based on software-defined 
networking technologies. Section VII concludes the paper.

II .   MICROGR IDS A S C Y BER–PH YSIC A L 
SYSTEMS

Microgrid operations are increasingly reliant on ICTs for 
the full observability and the direct controllability of onsite 
resources. Accordingly, a dependable cyber system is inte-
gral to each microgrid for achieving adequate functionalities 
in satisfying local customers.

A.  Microgrids as Distributed Electric Power Systems

A microgrid is a small-scale power system clustering 
DERs and loads within a local area. DERs include renewable-
energy-based generation units (e.g., photovoltaic systems, 
wind turbines, biofuel systems), energy storage devices 
(e.g., battery storage systems, thermal storage systems, fly-
wheels), conventional generators (e.g., cogeneration sys-
tems, diesel generators), and plug-in electric vehicles that 
support vehicle-to-grid (V2G) services. In accordance with 
the specific characteristics of DERs and loads, the localized 
electric power system can be implemented and operated as a 
full alternating current (ac) [10], full direct current (dc) [11], 
or hybrid ac/dc microgrid [12].

Microgrids can be located at residential, commercial, 
and industrial customer sites. A microgrid is commonly con-
nected to an existing power distribution system (i.e., main 
grid) via the point of common coupling (PCC). Additionally, 
microgrids that are geographically close to each other can 

Table 1  Power Outages Related to Cyber Incidents
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be networked to gain additional opportunities of supplying 
satisfactory power services to their customers [13]–[17]. 
Through strategically controlling the connection to PCC, a 
microgrid can be operated in harmony with the main grid, 
neighboring microgrids, or as a self-contained entity by rely-
ing on local DERs to retain power services within its terri-
tory. On the one hand, microgrids can facilitate fine-grained 
strategies to take full advantage of cheap, local, and sustain-
able renewable energy generation, while managing and con-
trolling its DERs and loads in close coordination. On the 
other hand, microgrids can actively interact with adjoining 
power distribution systems by exchanging flexible energy 
and ancillary services for attaining a global sustainability in 
electric power system infrastructure.

B.  Microgrid Cyber System

Microgrids are increasingly utilizing ICTs in the process 
of energy generation, delivery, and consumption within 
their territories. Accordingly, microgrid operations inte-
grate the physical process with the computation, commu-
nication, and control functionalities that are realized by a 
cyber system. The microgrid cyber system is typically com-
posed of a control center, a multitude of sensors and actua-
tors embedded in dispersed field devices, and the associated 
communication infrastructure. Fig. 1 presents the typical 
microgrid architecture from the cyber–physical perspective.

The control center normally comprises an application 
server, a historian, together with a human–machine inter-
face (HMI). The historian is a database that logs the pro-
cess information of microgrid operations, while the HMI 
provides an interface for visualizing real-time or historical 
operating conditions, and configuring operational function-
alities. The application server is equipped with the supervi-
sory control and data acquisition (SCADA) system and the 
energy management system (EMS). The EMS works in con-
cert with the SCADA system. The SCADA system acts as the 

front–end interface to interact with field devices, whereas 
the EMS is the back–end processor with decision-making 
capabilities.

The SCADA system acquires real-time measurements 
from and issues supervisory control commands to field 
devices. Based on real-time measurements gathered by the 
SCADA system, the EMS runs a collection of functions to 
maintain security, reliability, economics, resilience, sustain-
ability, and efficiency of microgrid operations. Should there 
be a mandate to change microgrid operating conditions, the 
EMS will request modifications to the functions prescribed 
to field devices through the SCADA system.

Sensors and actuators inside field devices are the inter-
faces between the cyber system and power components (e.g., 
DERs, load entities, feeders, transformers, capacitor banks, 
power converters) involved in physical processes. Sensors 
are installed for monitoring and metering the physical pro-
cesses in real time, which facilitate the improved situational 
awareness for guiding microgrid operations, and the timely 
detection of malfunctions or failures of power components. 
Sensors cover various types of measuring instruments such 
as phasor measurement units (PMUs) and smart meters. 
PMUs allow the observation and the measurement of electric 
power system dynamics, while smart meters are installed at 
customer sites for recording the electricity usage. In contrast, 
actuators directly affect a physical process by implementing 
the supervisory control commands issued by the SCADA sys-
tem. Actuators are extensively involved in microgrid control 
and protection applications, which can come in the form 
of protective relays, tap changers, capacitor bank switches, 
recloser controllers, voltage regulators, etc.

The communication network may be a heterogeneous 
amalgamation of wired systems such as fiber-optics and 
cables, and wireless media such as microwave and infrared 
technologies. In addition to communications with onsite field 
devices, the control center is commonly connected to exter-
nal information sources including the Internet and other 
control centers for gaining more support concerning accurate 
load forecasts and cooperative operations with external elec-
tric power systems in its critical decision-making processes. 
Firewalls are often deployed to separate internal communica-
tions from external networks. Firewalls are configured with 
stringent rules to only allow permissible data to flow into the 
microgrid cyber system while blocking potentially harmful 
data stemmed from unidentified external sources.

C.  General Control Loop of Microgrid Operations

A microgrid is theoretically a networked control sys-
tem, where the control center continuously exchanges 
information with field devices using dedicated protocols 
over the communication network. Dispersed sensors con-
tinuously take measurements pertaining to the physical 
processes in order to monitor the microgrid operating state 
(e.g. voltage, current, frequency) and ambient conditions  Fig. 1. Typical microgrid architecture.
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(e.g., temperature, humidity). The control center periodi-
cally polls sensors via the SCADA system and then processes 
the real-time measurements using a set of microgrid EMS 
applications (e.g., state estimation, economic dispatch, 
demand-side management). By executing these applica-
tions, the control center manages to optimize the genera-
tion schedules of DERs, maintain frequency and voltage 
stabilities, and provide high-quality power services to local 
customers under any operating condition. After making 
operational decisions, the control center sends out super-
visory control signals (e.g., opening/closing line switches, 
adjusting power output settings of DERs, demand response 
signals) via the SCADA system to instruct the functions of 
field devices. These instructions are implemented by actua-
tors in the physical process.

Fig. 2 describes the operational management as a micro-
grid closed-loop control system, where cyber and physical 
system processes interact. Notably, intelligent electronic 
devices (IEDs), programmable logic controllers (PLCs), and 
other electronic devices with microprocessors can directly 
monitor and control the physical process in a decentralized 
manner. For example, IEDs can automatically issue control 
commands to trip switches when detecting overcurrents, or 
adjust DERs’ power outputs when discerning frequency or 
voltage abnormalities. These devices that can act as local 
controllers are supervised and configured by the control 
center. Such layered control hierarchy enhances the observ-
ability and controllability of the physical process, while 
requiring a much lower bandwidth for communication links 
between field devices and the control center.

III .   C Y BER THR E ATS IN MICROGR IDS

Although the application of advanced ICTs helps improve 
the operational flexibility and effectiveness, it can also be the 
Achilles heel of microgrid operations. In fact, microgrids are 

continuously subject to a variety of cyber threats due to the 
potentially increasing vulnerabilities in their cyber systems.

A.  Cybersecurity Requirements

The microgrid cyber system collects, transmits, pro-
cesses, displays, and stores the information on microgrid 
operations through data flows. Data appear in the form of 
monitoring and metering information, control commands, 
as well as microgrid configurations (e.g., network layout, 
communication protocol, device settings). Clearly, efficient 
and reliable data flows are essential for governing the con-
tinuous physical process.

In terms of the data pertaining to the cyber system, 
cybersecurity of microgrid operations ought to meet three 
fundamental requirements [18]: availability, integrity, and 
confidentiality, as stated below.

• � Availability refers to guaranteeing that data are 
accessible and timely. It is vital to ensure a continued 
access to necessary data for making operational deci-
sions so as to adapt swiftly to dynamic conditions 
in critical circumstances. Due to the time-sensitive 
nature of data, any latency or loss of synchronization 
may hamper the situational awareness and impact 
the operational performance of microgrids. Table 2 
lists the maximum latency allowed for multiple data 
types [19].

• � Integrity refers to assuring that data are trustworthy 
and accurate. The authenticity and consistency of data 
should be retained over their entire lifecycle, includ-
ing collection by sensors, transmission via wired or 
wireless media, analysis in application servers, HMI 
visualization, and storage in the historian. Mean-
while, data should always represent the actual infor-
mation under all operating conditions. In particular, 
any data alterations by unauthorized parties need to 
be thwarted, which otherwise tend to incur adverse 
effects on microgrid functionalities.

• � Confidentiality refers to protecting data from being 
accessed and comprehended by unauthorized par-
ties. Any unexpected disclosure may reveal sensitive 
information with devastating outcomes on microgrid 
operations and customer behaviors.

The above cybersecurity requirements are differenti-
ated from those in the traditional information technol-
ogy (IT) domain. The IT security is encumbered with 

Fig. 2. General control loop of microgrid operations.

Table 2  Time Latency Requirements in Microgrids
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the burden of ensuring anonymity and confidentiality 
for preserving user privacy, whereas the primary focus 
of cybersecurity in microgrids is to retain the quality and 
the continuity of power supplies for keeping the lights on. 
Accordingly, availability and integrity are usually prior-
itized over confidentiality in order to maintain timely and 
reliable data flows for authorized applications that govern 
microgrid operations.

B.  Cyber Vulnerabilities

Cyber vulnerabilities are flaws or weaknesses of a sys-
tem that is exposed to cyber threats. Cyber vulnerabilities 
may exist across a microgrid cyber system, ranging from 
the application software, to the communication network, to 
field devices. Table 3 summarizes the most common cyber 
vulnerabilities. As cyber–physical systems, microgrids not 
only inherit common vulnerabilities from the IT domain, 
but also have to face unique vulnerabilities specific to their 
operational characteristics. In practice, communication 
technologies and networking components retain the same 
vulnerabilities as those used in the IT domain. However, 
field devices and software applications have their specific 
vulnerabilities which depend on the microgrid design and 
configuration.

Microgrids tend to be susceptible to an increasing num-
ber of cyber vulnerabilities that result from the following 
trends.

• � Growing complexity in communication technologies. 
Wireless communication options (e.g., Zigbee [20], 
Wi-Fi [21]) are gaining popularity in interconnecting 
field devices that are scattered in a microgrid [22]. 
The potential coexistence of wired and wireless com-
munication technologies complicates the enforce-
ment of a robust and uniform policy for cybersecurity. 
In particular, pervasive access points in a wireless 
network enlarge potential exposures to cyber threats. 
If wireless connections lack strict access controls, 

attackers can gain a direct route to the microgrid 
cyber system and hypothetically disrupt microgrid 
operations in real time. Meanwhile, field devices 
may exchange information with each other and the 
control center based on diverse communication 
protocols. In addition to disparate proprietary pro-
tocols, microgrids are adopting open standard proto-
cols (e.g., DNP3 [23], IEC 61850 [24]) that facilitate 
interoperability among various vendor products. The 
inherent vulnerabilities of these communication pro-
tocols collectively result in a larger number of cyber 
threats against microgrid operations.

• � Greater exposure to external networks. The micro-
grid control center is commonly in contact with grid 
operators (e.g., distribution system operators) in the 
main grid for improving the overall performance 
of power distribution system operations. External 
links to the Internet offer ancillary information (e.g., 
weather forecasts, fuel prices) to optimize micro-
grid-wide energy management. Communications 
among peer microgrid control centers in support of 
information sharing are also becoming increasingly 
frequent, especially when microgrids are intercon-
nected as clusters. These external connections pre-
sent microgrids with additional vulnerabilities to 
cyber threats permeating from outside intruders. 
In other words, attackers can gain extra chances 
to influence the operation of a microgrid through 
any compromised network that is connected with 
the microgrid cyber system. Particularly, Internet 
connections amplify cyber vulnerabilities since the 
Internet itself has given birth to a myriad of cyber 
threats [25].

• � Increasingly extensive internal communications. A 
growing number of field devices are included in a 
microgrid. DERs are increasingly deployed for real-
izing the benefits of local renewable energy genera-
tion, while smart meters are increasingly installed 
at customer sites for facilitating demand-side man-
agement. These distributed components continually 
interact with the control center via pervasive com-
munication links, which results in a higher possibil-
ity of malicious attacks and unintentional errors. In 
particular, each component represents an exploit-
able entry point for infiltrating the microgrid cyber 
system. Without inherent security designs, these 
components may be compromised or even counter-
feited by attackers. For example, smart meters are 
tempting targets for attackers to compromise. Addi-
tionally, malware inside an infected component may 
quickly propagate and overwhelm the entire cyber 
system due primarily to the ubiquitous connectivity, 
which magnifies the implications of cyber incidents 
on microgrid operations.

Table 3  Most Common Cyber Vulnerabilities in Microgrids
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Cyber vulnerabilities are potentially exploited by attack-
ers to gain an unauthorized means to a microgrid cyber 
system for compromising microgrid operations. A larger 
number of cyber vulnerabilities indicate a higher possibility 
for the microgrid to confront cyberattacks, since attackers 
might only need to make use of most easily exploitable vul-
nerabilities for achieving their malicious goals. In particu-
lar, zero-day vulnerabilities in software or hardware designs, 
which have not become generally recognized but have been 
known by attackers, leave few opportunities for microgrid 
operators to perceive the resulting cyber threats.

C.  Cyberattack Vectors

An attack vector is a path that attackers can take to gain 
access to the targeted cyber system. Given an attack vector, 
attackers are ready to intrude into the system. Attackers 
may gain unauthorized access by directly compromising an 
unsecured or poorly secured cyber component. For exam-
ple, networking devices are often configured with default or 
even hardcoded passwords. Even as protected with intricate 
passwords, these components are at the risk of a brute-force 
attack. Additionally, wireless communication technologies 
provide attackers with pervasive avenues to crack com-
munication networks. For example, an attacker within an 
unsecured wireless network can masquerade as a legitimate 
device by spoofing the media access control address.

Besides the aforementioned local means, attackers may 
even intrude into cyber systems from remote sites via back-
doors opened by Trojan horses [26]. A Trojan horse is a mali-
cious program that can be embedded inside either software 
applications or hardware devices to provide attackers with 
a very effective means of bypassing security perimeters. For 
example, Trojan horses enable attackers to gain a sustained 
access to an infected system simply by retrieving login cre-
dentials, especially those with administrative privileges. 
BlackEnergy, Havex, and Sandworm are recent examples of 
Trojan horses targeting monitoring and control systems.

Generally, Trojan horses can infect a microgrid cyber 
system by the following means.

• � Phishing attacks. Phishing attacks, especially Spear 
Phishing attacks [27], are performed through fraudu-
lent e-mails that are tailored to look authentic. Micro-
grid operators could inadvertently open contaminated 
e-mail attachments that will allow Trojan horses to be 
installed and executed automatically.

• � Infected external hardware. Removable media such 
as flash drives used for file transfers as well as shared 
laptops used for repairs and maintenance can easily 
reproduce and distribute the contained Trojan horses 
as soon as they are connected to the microgrid cyber 
system.

• � Infected external networks. Once an external network 
is contaminated with Trojan horse, the connected 
microgrid cyber system may be the next victim.  

Notably, the Internet is an unintended carrier of  
Trojan horses. When a microgrid operator accidently 
opens an Internet website contaminated with a mali-
cious software, the microgrid cyber system could also 
be afflicted with Trojan horses.

• � Compromised supply chain. Apart from Trojan horses 
existing in the software applications, a serious con-
cern is that hardware-based Trojan horses would be 
deliberately embedded in field devices that are manu-
factured by untrusted entities [28]. Since microgrid 
components are commonly procured from various 
vendors, attackers are likely to insert Trojan horses 
during the hardware/software development and man-
ufacturing process.

The attack vectors listed above can be employed together 
for launching particular attacks. Upon successful intrusion, 
attackers can further explore the microgrid cyber system and 
exploit the vulnerabilities to execute subsequent attacks.

D.  Cyber Incidents

A cyber incident is a realization of cyber threats that 
actually or potentially jeopardize the data flows for micro-
grid operations. Cyber incidents usually result from deliber-
ate attacks, inadvertent human errors, defective equipment 
or software, and natural disasters. Noticeably, deliberate 
attacks may be launched by outsiders (e.g., hackers, ter-
rorists) and/or insiders (e.g., operators, legitimate users) 
with various motivations (e.g., financial gain, political 
action, revenge, entertainment). With intimate knowl-
edge and authorized access, insiders can easily circumvent 
security measures and perform insidious actions to cause 
considerable consequences, which is particularly difficult 
to prevent. In addition, cyberattacks can be launched by 
physical (e.g., locally sabotage cyber components) and/
or logical (e.g., remotely manipulate data flows) means. 
Malware (e.g., worms, spyware, viruses) installed on either 
hardware devices or in software applications can also assist 
attackers in achieving the attack goal (e.g., affecting perfor-
mance or availability of devices or services, sniffing sensitive 
information).

In general, the most likely forms of cyber incidents are 
classified into: communication inefficiency, information 
distortion, secrecy leakage, device malfunction, and soft-
ware misconfiguration, as discussed below.

• � Communication inefficiency usually results from 
denial of service (DoS) attacks. DoS attacks could 
culminate in the unavailability or overload of any 
component in the communication network (e.g., 
servers, routers, communication links), which pre-
vents or impairs normal authorized functions and 
thus lead to interruptions or significant delays in 
legitimate services (e.g., transmitting monitoring 
data, issuing control commands). Attackers can per-
petrate DoS attacks with the aid of worms which are 
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malicious programs designed for spreading rapidly 
and automatically in the microgrid cyber system so 
that DoS attacks could be launched in a distributed 
manner to disable microgrid functionalities (e.g., by 
sending a flood of fake requests) through manipu-
lating dispersed compromised sources (e.g., smart 
meters, PMUs, IEDs) [29]. Wireless networks are 
especially vulnerable to DoS attacks [30], where 
attackers have additional means of launching DoS 
attacks including emitting radio frequency signals to 
jam legitimate traffics and counterfeiting a network-
ing device to mislead the traffics.

• � Information distortion refers to the violation of in-
transit data integrity, which usually occurs after 
attackers assume a direct control over data flows in a 
communication network. Without necessarily know-
ing the content, attackers can simply reroute the data 
flow to a different destination or retransmit a pre-
viously-captured data flow (i.e., replay attacks [31])  
on relevant communication links. Attackers can 
also corrupt data flows in such a manner that criti-
cal information (e.g., real-time monitoring data, 
supervisory control signals) in transition may be 
intercepted and modified to spurious values that are 
in accordance with the attack goals. Additionally, 
attackers can forge data flows to falsify nonexisting 
communications.

• � Secrecy leakage may be caused by insiders who 
intentionally or inadvertently provide the critical 
information to potential attackers. More frequently, 
attackers acquire sensitive information by eaves-
dropping data flows through communication links. 
Attackers can perform network reconnaissance and 
covert traffic analysis through sniffing and collect-
ing network traffics. For example, attackers can uti-
lize traffic analysis tools to identify valuable infor-
mation, extract privileged credentials, and even 
reverse-engineer communication protocols. Attack-
ers possessing more sophisticated tools (e.g., spy-
ware) can continuously eavesdrop for an extended 
period of time and retrieve the sensitive informa-
tion without detection.

• � Device malfunction often occurs once the device is 
reconfigured and manipulated in an unauthorized 
manner. If a device is compromised, attackers can lev-
erage control over the device and hinder the normal 

functions of the associated sensors and/or actuators 
(e.g., altering the data that will be reported to the con-
trol center, denying the implementation of supervi-
sory control commands).

• � Application misconfiguration assists attackers in 
gaining unauthorized access, escalating illegitimate 
privileges and taking control of the cyber system. In 
addition to operators’ unintended errors, software 
applications are potentially corrupted and modified by 
viruses hidden in the servers’ operating systems.

Cyber incidents may exist over the entire data lifecy-
cle and their impacts on each dimension of cybersecurity 
is shown in Table 4. Additionally, multiple cyber incidents 
may happen concurrently or sequentially in cases of sophis-
ticated cyberattacks.

I V.   IMPACT OF C Y BER INCIDEN TS ON 
MICROGR ID OPER ATIONS

Considering the complex cyber–physical interdependen-
cies, cyber incidents cannot be viewed solely as IT activities. 
Any violation of availability, integrity, or confidentiality has 
the potential to impact the physical process. Sophisticated 
cyberattacks can even drive the operation of microgrids to 
collapse, resulting in substantial equipment damage and 
prolonged power outages.

A.  Classification of Microgrid Operating Conditions

The complex interactions of the physical process and the 
cyber system introduce new security concerns in microgrid 
operations. In fact, threats either in the physical process 
or in the cyber system may have adverse effects on power 
supplies in a microgrid. In addition to the well-studied  
physical security [51]–[53], cybersecurity is also essential 
for a microgrid to fulfill its primary mission, that is, to 
sustain desired power supplies to local customers. Hence, 
it is necessary to expand the perception of the security of 
microgrid operations to include both physical security and 
cybersecurity.

Physical security pertains to the reliability of the physi-
cal process. Microgrid operations are physically secure only 
when power-related operating states (e.g., frequency, volt-
ages, currents) are all within stability limits. Meanwhile, 
cybersecurity indicates the operational reliability of the 
cyber system. Microgrid operations are cybersecure only 
when the operational performance of the cyber system meets 
the requirements of availability, integrity and confidentiality 
for all the data. Lack of physical security in electric power 
systems results from physical disruptions, whereas cyber 
incidents give rise to cyber insecurity.

As depicted in Fig. 3, the possible operating conditions 
of a microgrid with pervasive cyber–physical interactions 
can be classified into the four following states.

Table 4  Violation of Cybersecurity Caused by Cyber Incidents
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• � Secure state. Both cybersecurity and physical system 
security are maintained. Microgrids are required to be 
operated in this state in normal circumstances.

• � Alert state. Physical security is maintained but cyber-
security is violated. For example, microgrids will be 
operated in this state when supervisory control com-
mands are blocked and field devices manage to stabi-
lize the physical process by using their default settings.

• � Emergency state. Cybersecurity is maintained but 
physical security is violated. For example, microgrids 
will be operated in this state when line flows exceed 
their thermal limits for an extended period under cer-
tain weather conditions.

• � Extreme state. Cybersecurity and physical security 
are violated simultaneously. For example, microgrids 
will be operated in this state when a natural disaster 
destroys both the physical equipment and the commu-
nication network simultaneously.

With the occurrence of subsequent physical disruptions 
or cyber incidents, microgrid operations continue to suffer 
the degradation of the security state. Conceptually, there are 
four types of reactive actions for transferring the operating 
state from one to another in order to restore the security of 
microgrid operations, as listed below.

• � Preventive control. It recovers the secure state from 
the alert state to by restoring the cybersecurity and 
maintaining the physical security in microgrid.

• � Corrective control. It recovers the secure state from 
the emergency state by restoring the physical security 
and maintaining the cybersecurity.

• � Remedial control. It recovers the emergency state 
from the extreme state by eliminating cyber insecu-
rity and preventing the further degradation of physical 
security.

• � Restorative control. It recovers the alert state from the 
extreme state by eliminating any issues with physical 
security and preventing the further degradation of 
cyber insecurity.

The continuity and the quality of power supplies princi-
pally hinge on the physical process, which means microgrid 
operations should guarantee physical security all the time. 
However, cybersecurity is critical for a microgrid to main-
tain physical security. Basically, cyber insecurity can result 
in physical disruptions that transcend the cyber realm, 
either directly [54] or indirectly [55], and eventually endan-
ger physical security. Particularly, cyber incidents may hin-
der the observability or the controllability of the physical 
process. A clear example is that attackers can disconnect a 
generator by remotely altering the associated relay status so 
as to force microgrid operations outside the stability limits. 
Cyber incidents may also cause hidden failures of power 
components under specific conditions. For example, a sen-
sor failure may not alter the physical process but hinder the 
observation of a physical disruption, thereby deteriorating 
the operating condition. In addition, compromised settings 
of protective devices may be overlooked until the occur-
rence of a local fault aggravates physical disruptions.

Meanwhile, physical security is also a critical prerequi-
site for cybersecurity due to the fact that functional cyber 
systems rely on uninterrupted high-quality supplies of 
power. Any lack of physical security which results in dis-
ruptions or degradations of power supplies may lead to 
the breakdown of cyber components, and thus will have 
an opportunity to impact cybersecurity. Accordingly, ties 
between physical disruptions and cyber incidents may result 
in cascading failures of cyber and physical infrastructures, 
which can pose serious challenges on the performance of 
microgrid operations.

Microgrids are thus required to withstand any cyber and 
physical disturbances while sustaining satisfactory services 
to local customers. Although microgrids are commonly 
designed to survive physical disruptions, they should also 
be in a position to mitigate physical implications of cyber 
incidents.

B.  Physical Implications of Cyber Incidents

Due to tight couplings of the cyber system and the physi-
cal process in a microgrid, it is impractical to comprehend 
the impact of cyber incidents solely based on IT theories. 
Notably, cyber incidents, either deliberate or inadvertent, 
have the potential to inflict physical implications on micro-
grid operations. Each microgrid is heavily dependent on effi-
cient and reliable data flows to maintain the observability 
and controllability of the physical process, whereas delayed 

Fig. 3. Characterization of microgrid operating conditions.
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or corrupted data flows may hamper the smooth functioning 
of field devices. In particular, attackers can remotely intrude 
into a microgrid cyber system, elevate their privileges, and 
perform unauthorized actions to block or manipulate data 
flows so as to make microgrid operations unobservable or 
uncontrollable, thereby jeopardizing the stability, safety, or 
efficiency of power supplies to local customers.

The time-critical operational characteristics render 
microgrids especially susceptive to DoS-type attacks. The 
delivery of both monitoring measurements and control 
commands should meet strict requirements of timeliness, 
especially under emergency conditions due to extreme 
events. On the one hand, any delay or loss of measurements 
could hamper the microgrid-wide situational awareness, 
which means the control center can hardly have a complete 
and correct understanding of the present operating condi-
tion. Accordingly, it is rather difficult for the control center 
to make timely and effective operational decisions that are 
adaptive to highly dynamic conditions. For example, the 
control center would become blind to any malfunction or 
failure of power components whose associated sensors 
were destroyed by severe weather, and cannot take prompt 
actions to repair or restore these components, potentially 
resulting in more damaging physical consequences. On the 
other hand, DoS attacks could block or defer the issued con-
trol signals to take effect in the physical process. In conse-
quence, the physical process cannot be directly controlled 
and thus the containment of operating condition’s deterio-
ration is unavoidable to fail. For example, time latency could 
nullify an IED’s directional overcurrent protection function, 
and impede the mitigation of local faults, leading to the 
propagation of power outages.

Meanwhile, attackers may poison the data critical to 
making operational decisions. Attackers with direct access 
to the database or field devices can even modify the micro-
grid configuration (e.g., line ratings, DERs’ characteristics, 
protective settings [32]–[34]) for inflicting physical con-
sequences on microgrid operations. Besides, attackers are 
likely to manipulate the real-time measurements so as to 
tempt the control center to make the inappropriate deci-
sions or force the field devices to autonomously trigger 
unnecessary control actions. Even without specific power 
engineering knowledge, attackers can attempt to desta-
bilize a microgrid merely by a replay attack. The Stuxnet  
incident [35] is a clear example of replay attacks that could 
result in severe physical consequences. In this incident, 
attackers successfully induced excessive vibrations or dis-
tortions to destroy the fast-spinning centrifuges by retrans-
mitting to the controller the recorded measurements in 
past operating conditions. Sophisticated attackers may also 
launch data integrity attacks like false data injection (as will 
be detailed in Section IV-C) to influence the accuracy and 
validity of state estimation results, which potentially leads 
to misguided microgrid operations causing degradation and 
even interruption of power services.

Additionally, attackers may compromise the in-transit 
control commands or fabricate unauthorized commands 
in order to remotely manipulate the equipment critical in 
the physical process. Such violations of data integrity can 
directly alter the operating condition of a microgrid. Notably, 
microgrids are subject to aurora vulnerability [36], [37],  
whereby attackers could stealthily manipulate the PCC switch 
to drive a microgrid out of synchronization with the main 
grid. In order to achieve this malicious goal, attackers contin-
ually send malicious control signals to open and close the PCC 
switch in a rapid fashion. When the PCC switch is (re)closed, 
the microgrid is forced to be connected and synchronized 
with the main grid. When the PCC switch is (re)opened, the 
microgrid suffers a loss of synchronization. Eventually, the 
continuous changes of the switch status would result in a sig-
nificant difference in phase angle, frequency, or voltage mag-
nitude between two sides of the PCC at the moment of resyn-
chronization. The resulting strong power flow immediately 
would pose a critical physical stress on the PCC switch as well 
as other equipment inside the microgrid, causing catastrophic 
device destructions and power outages. Fig. 4 illustrates the 
impacts of cyberattacks on microgrid operations.

Cyber incidents compromising availability or integ-
rity tend to incur adverse effects on microgrid operations. 
These incidents may not only impact the efficiency and 
the economics of microgrid operations, but also threaten 
the continuity and the quality of power supplies. Although 
any violations of confidentiality might not pose direct 
physical consequences, they would help attackers prepare 
for subsequent attacks causing violations of availability 
or integrity. For example, eavesdropping network traf-
fics will not directly result in any physical consequences, 
but might lead to the disclosure of present operating states 

Fig. 4. Impacts of cyberattacks on microgrid operations.
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(e.g., voltage, frequency, power flow) and control strategies  
(e.g., setpoints of DER power generation) that are funda-
mental for perpetrating potential attacks to destabilize the 
microgrid. Furthermore, physical disruptions resulting from 
cyber incidents may in turn cause subsequent failures or mal-
functions in the cyber system (e.g., failing to supply power 
to networking devices), thereby leading to cascading failures 
between cyber and physical domains of microgrid operations.

C.  Potential Cyberattacks on Microgrid Operations

This section takes the example of false data injection to 
illustrate the way cyberattacks potentially affect microgrid 
operations. False data injection, as a type of cyberattacks 
against data integrity, is a rapidly growing concern in electric 
power system operations [38]–[40]. With a sufficient knowl-
edge of the electric power system configuration, attackers 
can introduce arbitrary errors in state estimation results by 
conducting false data injection [41]. Since the false data are 
seemingly valid according to physical laws, conventional 
techniques for bad data detection can hardly distinguish the 
false data from normal measurements. Accordingly, state 
estimation results are stealthily perturbed as if the system 
is actually operating under the operating condition repre-
sented by the false data.

False data injection can be easily realized by a man-in-
the-middle attack [42] that intercepts and modifies the data 
in transit. Given the widespread deployment of meters and 
sensors in a microgrid, attackers can easily get access to 
compromise the measurements in order to manipulate the 
state estimation results. In particular, attacks can physically 
compromise a field device due to the lack of tamper-resist-
ant hardware. Since microgrid applications (e.g., frequency/
voltage regulation, fault diagnosis, contingency analysis) 
rely heavily on state estimation results, microgrid opera-
tions are particularly vulnerable to collected measurements 
that are false but hardly detectable.

In the following, we analyze two types of false data injec-
tion, namely, load redistribution attack (LRA) and topology 
preserving attack (TPA), which might potentially disturb 
microgrid operations even when attackers possess a limited 
knowledge of microgrid configurations [47]–[49].

The LRA could make loads seemingly redistributed in a 
microgrid [43], [44]. In principle, it keeps the total amount of 
loads unchanged while altering load measurements at some 
buses. Additionally, all relevant power flow measurements 
are modified in order to accommodate changes in load meas-
urements so that the adjusted power flow distribution seems 
consistent with the redistributed loads. Accordingly, these 
compromised measurements collectively misguide the state 
estimation results while bypassing the conventional bad data 
detection. The LRA can be launched to lower the operational 
efficiency of microgrids and cause economic losses. For 
example, attackers can make up false loading conditions to 
induce the microgrid control center to make uneconomical 

dispatch decisions. Attackers can also employ the LRA to 
cover up severe loading conditions that can directly impact 
the security and stability of microgrid operations.

Fig. 5 presents an example of the LRA on a five-bus 
microgrid where the lines are assumed to have the same 
impedances. Fig. 5(a) shows the original operating condi-
tion where the cogeneration system at bus 3 and the pho-
tovoltaic system at bus 5 supply 6 and 2 MW to three build-
ing loads at buses 1 (3 MW), 2 (3 MW), and 4 (2 MW), 
respectively. Fig. 5(b) shows the false operating condition 
caused by LRA where false measurements are presented 
in italic. The load measurements at buses 1, 2, and 4 are 
altered to 3.5, 2.75, and 1.75 MW, respectively, while the 
total amount of building loads is kept at 8 MW. The line 
flow measurements are also adjusted to match the redistri-
bution of building loads. Accordingly, the state estimation 
results will be corrupted to represent the false operating 
conditions. Note that only a subset of the measurements 
(i.e., three out of five load measurements and two out of 
five line flow measurements) need to be modified, which 
alleviates the burden of attackers to realize the LRA to 
affect microgrid operations.

The TPA could be launched for masking the topology 
change of a microgrid due to line outages that are caused 

Fig. 5. Load redistribution attack. (a) Original operating condition;  
(b) False operating condition.
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by either physical disruptions or cyber incidents [45], [46].  
The TPA forges power flow measurements of the disrupted 
lines and modifies load measurements at certain buses (if 
necessary) in order to preserve the state estimation results 
after line outages. If the false measurements are carefully 
fabricated, the lines on outage would seem to remain in 
service as represented by the state estimation results. 
Accordingly, the TPA impedes the detection of line outages, 
thereby deteriorating the operating conditions and causing 
an extended service disruption.

Fig. 6 illustrates the TPA on the five-bus microgrid 
that is originally operated under the same condition as 
that in Fig. 5(a). Fig. 6(a) depicts the actual operating 
condition after line 1-2 is intentionally disconnected by an 
undetected cyberattack (e.g., stealthily manipulating the 
line switch). Straightforwardly, the line outage could be 
masked by the TPA that simply alters all the line measure-
ments back to the values prior to the outage, as depicted 
in Fig. 6(b). The resulting state estimation results will not 
reveal the change in microgrid topology, and thus the line 
outage will not be detected until significant transients in 
the physical process are observed. Besides, the LRA can be 
coordinated with the TPA to mask line outages in a sophis-
ticated manner [46], [50].

V.  C Y BER R ISK M A NAGEMEN T IN 
MICROGR IDS

It is essential to address cybersecurity concerns in micro-
grids without posing any adverse effects on local power 
services. Cyber risk assessment presents human operators 
with a profound understanding of the role of cybersecurity, 
and supports their objectives in prioritizing and deploying 
defensive measures for mitigating the cyber threats against 
microgrid operations.

A.  Cyber Risk Assessment

In light of the growing frequency of cyber incidents, 
microgrid operators should be on alert to gain a clear con-
sciousness of cybersecurity concerns in microgrid opera-
tions and then determine effective countermeasures. Cyber 
risk assessment, which manages to translate cybersecu-
rity in a quantifiable term, is a systematic and repeatable 
approach to the evaluation of potential consequences of 
exploiting cyber vulnerabilities [56]–[58]. The assessment 
results not only facilitate the perception of the cybersecurity 
posture of a microgrid, but also pave the way for mitigating 
the risk of potential incidents in the microgrid cyber system. 
Accordingly, the cyber risk in microgrid operations should 
be continually assessed for meeting the challenges posed by 
a variety of ever-evolving cyber threats.

In order to assess the cyber risk in microgrid operations, 
cyber contingencies [59], [60], which are defined as the 
most likely cyber incidents, should be identified. Since it is 
impractical to enumerate all possible cyber incidents, the 
selection of cyber contingencies is accomplished through 
vulnerability analyses like attack tree analyses. As an inte-
gral part of the EMS, the existing contingency analyses are 
performed to deal with potential physical disruptions in a 
microgrid. However, both physical security and cybersecu-
rity play a role in microgrid operations. Hence, contingency 
analyses need to be expanded to incorporate cyber contin-
gencies emanating from the exploitation of vulnerabilities 
in the microgrid cyber system.

Given a set of postulated cyber contingencies under 
a certain operating condition, the cyber risk can be 
assessed as

​Risk =​​  ∑ 
Contingencies

​​​​ Likelihood × Severity   ∀   Conditions​

Clearly, the likelihood of each cyber contingency and the 
severity of the resulting implications on microgrid opera-
tions are two key factors in cyber risk assessment. The for-
mer relies on both vulnerabilities of the cyber system and 
capabilities of attackers, which is calculated after probabil-
ity-based attack tree analyses (see Section V-B), whereas 
the latter is evaluated for each contingency by performing 
the cyber–physical cosimulation (see Section V-C).

Fig. 6. Topology preserving attack. (a) Switch status alteration;  
(b) False data injection.
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B.  Attack Tree Analysis

An attack tree is a hierarchical logical diagram for 
visualizing the paths for realizing cyber incidents in a sys-
tem, which reflects the cyber system’s inherent capabili-
ties against malicious cyberattacks [61]. In an attack tree, 
the attack goal is the root node at the top and the subgoals 
attackers may have to achieve during the process of realizing 
the ultimate goal are represented as the subordinate nodes. 
The sequential connection of subgoals showing how attack-
ers prepare and execute the attack forms an attack path. 
Along the attack paths, attackers climb up the attack tree 
step by step starting from the realization of initial subgoals 
located at the bottom (i.e., leaf nodes). The subgoals that 
are achievable within the same step are arranged at a sin-
gle level of the attack tree. There are two types of logical 
connections among the subgoals including “and” and “or”. 
Here, “and” means union and “or” indicates alternatives. 
More specifically, lower level subgoals leading to “and” 
need to be achieved in order to perform the subsequent 
action at the upper level, whereas any realization of the sub-
goals leading to “or” is sufficient to launch the subsequent 
action. Additionally, each attack goal possesses a separate 
tree, despite the fact that subtrees and nodes may be shared 
among multiple attack trees.

Generally, the procedures of launching a successful 
cyberattack involves three stages: penetration, preparation, 
and execution. First, attackers penetrate into a microgrid 
cyber system either directly or via backdoors provided by 
Trojan horses. Subsequently, they explore the cyber system 
to escalate unauthorized privileges and engage in studying 
the principles of microgrid communication and control. 
When adequately prepared, attackers perform malicious 
actions to impact the physical process. Attack trees therefore 
provide an effective means to model the sequences among 
attackers’ potential actions against microgrid operations.

Fig. 7 shows a simplified attack tree against the avail-
ability of a sensor’s measurement to the control center. 
Notably, either device malfunction or communication inter-
ruption may make the measurement unavailable. In order 
to make the field device dysfunctional, attackers can either 
install malware inside the device or physically compromise 
the device. In order to cause communication interruption, 
attackers can choose to launch a DoS attack by cyber means 
or conduct a physical damage on the communication links. 
However, a successful execution of the DoS attack is depend-
ent on two prerequisites, including sufficient resources for 
attackers (i.e., infected field devices), and attackers’ knowl-
edge of the targets (i.e., communication links that are to be 
blocked). In sum, there are four separate paths in total to 
achieving the attack goal.

Accordingly, attack tree analysis provides a formal meth-
odology for analyzing and addressing the vulnerabilities of a 
microgrid cyber system. In fact, each attack path indicates 
how attackers can achieve their ultimate goal at each step 

through sequential exploitations of cyber vulnerabilities. 
However, an attack path is feasible only when attackers 
can successfully exploit the discovered vulnerabilities to 
fulfill their subgoals at each step along the path. An attack 
path is therefore seen as infeasible either when there is 
no cyber vulnerability exposed to attackers at any step, or 
when attackers are incapable of exploiting the vulnerabili-
ties at any step. Attack tree analysis raises the awareness of 
vulnerabilities and their interdependencies by deductively 
delineating cyberattacks, which helps identify potential 
cyberattacks according to the perceived vulnerabilities. 
Accordingly, attack tree analysis guides the deployment of 
security measures for eliminating vulnerabilities that may 
incur damaging cyberattacks on microgrid operations. If all 
possible attack paths are thwarted, microgrid operations are 
adequately protected against a variety of cyberattacks.

Attack trees can also be modeled in a probabilistic 
manner [62], which provides a higher comprehensibility 
for implications of cyber vulnerabilities and the likeli-
hood of potential cyberattacks. Probabilistic values can be 
assigned to subordinate nodes where attackers exploit the 
discovered vulnerabilities for achieving subgoals. In prin-
ciple, these values indicating the probabilities of successful 
exploitations depend on the accessibility (either physical 
or logical) and exploitability of cyber vulnerabilities, as 
well as on attackers’ capabilities and budgets (either con-
crete like financial cost or abstract like time). Hence, the 
reachability of the attack goal can be quantified after a nec-
essary probabilistic reasoning. For the example depicted in 
Fig. 7, corresponding probabilities of successful exploita-
tions are assigned to six subordinate nodes related to the 
exposure of vulnerabilities ​a​–​c​f. Note that the exploitation 

Fig. 7. Simplified attack tree diagram.
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of vulnerability ​c​ is conditioned on joint exploitations of 
vulnerabilities ​a​ and ​b​; so the probability that attackers can 
achieve the subgoal is determined by

​Pr (Targeted DoS ) = Pr (Exploit   c | Exploit   a & b )   
	 ⋅ Pr (Exploit a & b )   =  0 . 4 ⋅ (0 . 1 ⋅ 0 . 5 )   =  0 . 02​.

Additionally, the probability of device malfunction is the 
sum of the probabilities of successfully exploiting vulner-
abilities ​e​ and ​f​, which means 

​Pr (Device Malfunction )   =  Pr (Exploit   e )  + Pr (Exploit   f ) 
                             = 0 . 05 + 0 . 1  =  0 . 15​.

Similarly, the probability of communication interruption is 

​Pr (Communication Interruption )​ ​= 0 . 1 + 0 . 02  =  0 . 12.​

Finally, the ultimate attack goal can be obtained with the 
probability of 0.27. The calculation of the reachability 
of attack goals is advantageous for refining cyber contin-
gencies. Cyber contingencies can be ranked and selected 
according to the values of reachability when higher values 
indicate higher priorities.

C.  Cyber–Physical Cosimulation

Once a postulated cyber contingency (e.g., bandwidth 
loss, data distortion, malware infection) occurs, the result-
ing cyber insecurity will inevitably hamper microgrid moni-
toring and control functions, potentially causing severe 
implications on the physical process. Hence, it is critical 
to quantify the extent and the degree of potential physical 
effects of cyber contingencies for refining the role of cyber-
security. Additionally, dynamics of microgrid operations 
rather than the static states should be taken into consid-
eration so that the reactive measures to cyber incidents can 
be fully modeled. Hence, the comprehensive evaluation of 
cyber contingencies from the cyber–physical perspective 
needs to combine dynamics in the physical process and 
data-flow-related functions in the cyber system.

However, it is theoretically difficult to consider the 
physical process and the cyber system in a microgrid as an 
integrated model, primarily due to the operational hetero-
geneity between physical and cyber components. In princi-
ple, the physical process is continuously governed by cer-
tain principles such as Kirchhoff’s laws, whereas the cyber 
system is intrinsically driven by discrete events with much 
fewer limitations. Table 5 compares the modeling of the 
physical process and the cyber system.

As an alternative to the complicated analytical models, 
we can resort to high-fidelity simulation tools. In terms of 
microgrid operations, the physical process at the power 
distribution level can be simulated using commercially 
available software packages such as PSCAD/EMTDC [68], 

PowerWorld [69], and DIgSILENT PowerFactory [70], 
whereas data flows in the communication network can 
be simulated using ns-2/ns-3 [71], Riverbed SteelCentral 
(OPNET) [72] and OMNeT++ [73]. Furthermore, micro-
grid applications such as SCADA and EMS can be either 
configured in existing simulators or coded in external plat-
forms such as Python [74] and Matlab [75].

Since one-sided simulators are sufficient for explicitly 
representing cyber–physical interactions, a cosimulation 
approach should be considered to exploit the existing capa-
bilities of cyber and physical simulators. This approach will 
retain the simulation processes embedded in individual sim-
ulators and coordinate them under a common framework, 
while bridging the gap between time-continuous and event-
driven simulation by realizing strict time synchronization 
and efficient data exchanges [63]–[65]. The cosimulation 
approach facilitates the investigation of potential effects 
of one system’s malfunction on the other system’s dynam-
ics, and streamlines the understanding of cascading failures 
between the two systems. The cosimulation approach can 
also be extended to include physical devices as hardware-in-
the-loop simulation [66], [67] for enhancing the simulation 
quality and flexibility.

Fig. 8 shows the common framework for quantifying the 
physical implications resulting from cyber contingencies. 
Given the selected cyber contingencies, the cyber–physical 
cosimulation is conducted for identifying and recording the 
dynamics of the physical process in a microgrid. Obviously, 
cyber contingencies cause various consequences on micro-
grid operations, while incurring specific reactive actions. 
Hence, quantitative indices should be defined to measure 
the severity of cyber contingencies and to reflect the micro-
grid’s ability to cope with these contingencies so that the 
resulting physical consequences can be evaluated from spe-
cific practical angles. For instance, the measure can identify 
local load interruption levels in contingency cases and how 
fast the steady-state physical process can be recovered.

D.  Minimax-Regret Cyber Risk Mitigation

Mitigating the cyber risk in microgrid operations is 
critical for maintaining reliable and resilient supplies of 
power to local customers. Although the cyber risk cannot be 
eliminated completely, it can be strategically marginalized. 

Table 5  Modeling Details of Microgrid Operations
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In essence, the cyber risk can be mitigated in two ways, 
namely, lowering the probability of occurrence of cyber con-
tingencies, and reducing their physical impacts on micro-
grid operations.

Fig. 9 shows the procedures for microgrid operators to 
mitigate cyber risks on an ongoing basis. In the detection 
phase, microgrid operators utilize monitoring tools and 
detective measures to identify anomalous behaviors and ena-
ble early warnings for cyber incidents. In the restriction and 
restoration phases, microgrid operators respond quickly, 
by curbing and eliminating the implications of cyber inci-
dents, to preserve and restore the operational performance 
of microgrids. In the adaptation and prevention phases, 

microgrid operators derive lessons from cyber incidents 
by postmortem analyses for minimizing the risk of similar 
attacks, while implementing defensive measures to prepare 
adequately for addressing ever-evolving cyber threats. These 
phases collectively form a closed-loop structure for improv-
ing the cybersecurity of microgrid operations.

Generally, security measures for mitigating the cyber 
risk can be selected and implemented by considering the 
characteristics of microgrid operations, as well as the spe-
cific properties of hardware devices and software applica-
tions. In addition to staff training and physical protection 
policies, the following measures are usually considered to 
enhance cybersecurity in a microgrid [76]–[78]:

• � deploying firewalls, antivirus software and intrusion 
detection systems to fend off malware;

• � creating demilitarized zones to provide additional 
security;

• � using dedicated, wired connections for critical appli-
cations;

• � monitoring both remote and local access to critical 
cyber components;

• � enabling multiple-factor authentication for access 
control;

• � disabling unnecessary components and applications 
that could potentially enlarge the attack surface;

• � retrofitting communication protocols with enhanced 
security mechanisms;

• � encrypting sensitive data with sophisticated cryptog-
raphy;

•  fixing the flaws in applications and operating systems;
•  perfecting incident response and recovery plans.

Note that traditional security solutions in the IT domain 
may introduce adverse effects on microgrid operations, 
degrading or even disrupting power supplies. For example, 
intricate cryptography can significantly enhance the confi-
dentiality of data flows, but may inevitably cause unacceptable 
time latency and influence the performance of time-critical 
functionalities. Hence, security measures need to be tailored 
for microgrids conforming to their unique cyber–physical 
characteristics so that the availability and the integrity of 
data flows can always be assured. Moreover, microgrid opera-
tors should consider certain tradeoffs between performance 
(e.g., security, usability) and cost (e.g., development time, 
purchasing expense), as well as between proactive (i.e., pro-
tection) and reactive measures (i.e., response and recovery) 
in order to guarantee the effectiveness of deployed security 
measures in various operating conditions.

A popular subjective decision rule, labeled as the mini-
max regret criterion [79]–[81], is defined as

​Minimax Regret  = ​   Min​ 
Measures

​​​(​  Max​ 
Conditions

​​ Regret)​​

which can be utilized to measure the effectiveness of secu-
rity measures. With this criterion, microgrid operators are Fig. 9. Cyber risk mitigation phases.

Fig. 8. Cyber�physical cosimulation framework.
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able to prioritize and implement security measures that 
minimize the worst case regret (i.e., maximum regret) over 
all possible operating conditions. Under a certain operating 
condition, regret stands for an incremental value between 
the lowest possible risk and the risk after implementing the 
selected set of security measures, which is stated as

​Regret​ = Risk​ −​​  Min​ 
Measures

​​ Risk   ∀   Conditions   ∀ Measures.​

Thus, the worst case regret can be quantified for each candi-
date set of security measures over all the possible operating 
conditions, and the set with the minimum value is selected 
for implementation. Reasonably, the implemented meas-
ures manage to guard microgrid operations against various 
cyber threats.

Table 6 illustrates the minimax regret criterion for 
enhancing cybersecurity in a microgrid, where the cyber 
risk is measured in terms of the expected energy not sup-
plied over all the associated cyber contingencies. In this 
example, the microgrid’s operating conditions are char-
acterized as three representative scenarios (i.e., scenarios 
1, 2,  and 3) with equal probabilities of occurrence, while 
operators have three candidate sets of security meas-
ures (i.e., sets A, B, and C). The cyber risk varies with 
the implementation of security measures in different sce-
narios. In scenario 1, the implementation of set A corre-
sponds to the lowest risk, so the regrets of sets B and C are 
2 and 1 MWh, respectively. Instead, the lowest risk set in 
scenario 2 is set B and thus the regrets of sets A and C are 
1 and 2 MWh, respectively. Similarly, in scenario 3, the 
regrets of sets A and C are both 1 MWh. Hence, the worst 
case regrets of three sets are 1, 2, and 2 MWh, which 
means set A as the minimum worst case regret excels in 
performance.

V I.   DEFENSE-IN-DEP TH FR A ME WOR K 
ENA BLED BY SDN TECHNOLOGIES

As cyberattacks manifest themselves with an increasing 
level of sophistication, microgrids are in need of a layered 
defense framework consisting of robust cyber systems 
against malicious intrusions and fault-tolerant applications 
for governing power processes to maintain physical secu-
rity in faulty cyber systems. Meanwhile, the emergence of 
software-defined networking (SDN) technologies opens up 

a wider range of opportunities for enhancing the cybersecu-
rity of microgrid operations.

A.  Software-Defined Networking

SDN is a novel communication paradigm that intro-
duces a logically centralized controller (i.e., SDN control-
ler) to make high-level decisions for guiding underlying 
switches to handle data flows throughout the communi-
cation network [82]. The switches communicate with the 
SDN controller for decision support using the OpenFlow 
protocol [83]. The network control capabilities are thus 
separated from the switches that are supervised by the SDN 
controller. Once the centralized SDN controller is protected 
from malfunction or failures, the functionalities of the com-
munication network can always be preserved. The dynamic 
behaviors of SDN-enabled communication networks can be 
simulated in ns-3 or emulated in Mininet [84].

SDN breaks the conventional vertical integration and 
makes the communication network globally visible and 
directly programmable to the SDN controller. Given the 
global visibility, the SDN controller is capable of optimiz-
ing network-wide data flows more efficiently. Given the 
runtime programmability, the SDN controller manages to 
reroute data flows in a timely manner. Hence, SDN can 
continually monitor and reconfigure the communication 
network so as to sustain its satisfactory performance under 
dynamic conditions. Moreover, SDN introduces unprec-
edented capabilities to guard the communication network 
adequately against cyber incidents. On the one hand, SDN 
offers the per-flow micromanagement capability that is 
especially useful for checking the integrity of data while 
ensuring the timeliness of data transmission. On the other 
hand, SDN facilitates the implementation of network-wide 
security policy like access control.

When applied to microgrids, SDN technologies prom-
ise to overcome the limitations of existing communication 
infrastructure. SDN technologies not only simplify the 
data flow management to meet stringent quality-of-service 
requirements for microgrid applications, but also spur 
the development of microgrid-specific measures to make 
microgrid operations resistant to cyber incidents. In par-
ticular, the SDN controller can be deployed in the applica-
tion server inside a microgrid control center [85]. Fig. 10 
depicts the microgrid architecture with SDN-based commu-
nication technologies. Given the long lifespan of microgrid 
communication infrastructures, SDN technologies are also 
advantageous in refining and incorporating evolving com-
munication technologies to meet future network manage-
ment requirements.

B.  Defense-in-Depth Approach

Traditional security measures performing well in the IT 
domain may not be adequate to protect microgrid operations 

Table 6  Illustration of the Minimax-Regret Criterion
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from potential realizations of cyber threats with continu-
ously growing in complexity. For instance, the standard 
perimeter-hardening techniques such as firewalls and anti-
virus software can neither prevent exploitations of zero-day 
vulnerabilities, nor continue to counter cyberattacks once 
they are bypassed. Hence, an adaptive and holistic solu-
tion is critical to enhance the cybersecurity of microgrid 
operations.

Considering that microgrids are cyber–physical systems, 
cyberattacks also have the potential to endanger microgrid 
operations. In order to sustain the safety and the efficiency 
of power supplies, additional security measures specific to 
microgrid features should be designed and implemented 
by tightly integrating the efforts from both IT and power 
domains. On the one hand, cyber systems should be hard-
ened to limit attackers’ ability to penetrate and manipulate 
critical components, while detecting and mitigating cyber-
attacks effectively and promptly. On the other hand, control 
applications that regulate the physical process should con-
tinue to perform correctly when the operation of the cyber 
system is disrupted. In this sense, microgrid operations will 
be less susceptible to cyberattacks.

By taking full advantage of SDN technologies, a defense-
in-depth approach can be developed to address the urgent 
security concerns in microgrid operations. In order to 
achieve the defense-in-depth goal, three lines of defense 
are deployed to fend off potential cyberattacks on microgrid 
operations. Fig. 11 presents the role of each defense line in 
accordance with the principles of mitigating the cyber risks 
presented in Fig. 9.

The first line of defense aims at preventing and detecting 
cyber intrusions so as to deter attackers from executing sub-
sequently attacks on microgrid operations. The second line 
of defense is designed to thwart attackers from achieving the 
goals even if their intrusions into the cyber system are suc-
cessful, so that the implications of cyberattacks on micro-
grid operations are restricted. The third line of defense is 

deployed to restore cybersecurity while preserving physical 
security, if microgrid operations are inevitably disrupted 
by cyberattacks. These three lines take effect in sequence, 
which means a line of defense starts to confront cyberat-
tacks only when the preceding line fails to achieve the secu-
rity of microgrid operations.

The defense-in-depth approach is effective in identi-
fying, misdirecting, and disappointing potential attack-
ers, thereby providing sufficient assurance for microgrids’ 
secure operations. Representative defensive measures 
deployed at each defense line are illustrated in Fig. 12. 
Specifically, measures acting as the first line include the 
application-based segmentation and the real-time monitor-
ing and verification (see Section VI-C); the measures real-
izing the moving-target defense and the defensive deception 
are deployed at the second line (see Section VI-D); the third 

Fig. 11. Three lines of defense

Fig. 12. Defense-in-depth security measures

Fig. 10. SDN-enabled microgrid architecture.

Authorized licensed use limited to: Illinois Institute of Technology. Downloaded on December 06,2025 at 11:46:02 UTC from IEEE Xplore.  Restrictions apply. 



Li et al . : Cybersecurity in Distributed Power Systems

Vol. 105, No. 7, July 2017 |  Proceedings of the IEEE  1383

line comprises measures such as the decentralized power 
control and the self-healing communication networking 
(see Section VI-E). Note that additional defensive measures 
can be implemented in an adaptive manner for meeting the 
challenges of increasingly sophisticated cyberattacks.

C.  First Line of Defense

1) Application-Based Segmentation: Application-based 
segmentation is a viable solution to building attack-resis-
tive capabilities in microgrid operations, which introduces 
noticeable benefits in reducing the attack surface and 
enforcing security policies. In order to restrict communica-
tions in each segment, cyber components functioning in the 
same power application are grouped together and isolated 
from the rest of the communication network. Accordingly, 
network traffic and mutual interactions within each seg-
ment become more manageable, while the control center 
can track and respond to cyberattacks more efficiently. In 
particular, segmentation contains the propagation of cyber 
incidents because attackers are prohibited from accessing 
and contaminating the rest of the communication network 
via the compromised segment.

The application-based segmentation can be accom-
plished either physically or in a logical sense. Compared 
with the costly and complicated physical realization, SDN 
technologies facilitate the division of virtual segments 
without changing the physical communication network. 
Notably, cyber components within the same virtual segment 
are not necessarily close to each other, while all the virtual 
segments may share the same SDN controller. For the SDN-
enabled microgrid shown in Fig. 10, the communication 
network is sliced to five virtual segments in accordance with 
power applications. Accordingly, protective relays, PMUs, 
DERs, controllable loads, and smart meters belong to sepa-
rate segments, and therefore the control center can control 
and manage them more conveniently. In each virtual seg-
ment, the SDN controller manages to obtain finer grained 
traffic monitoring and management capabilities while only 
responding to requests from whitelisted cyber components 
(i.e., those with a particular privilege, service, mobility, 
access, or recognition). Particularly, data flows are secured 
by a flexible cryptographic encapsulation according to the 
time-critical requirements of power applications.

2) Real-Time Monitoring and Verification: SDN technolo-
gies provide the global visibility of communication network 
performance in real time, thereby facilitating the monitor-
ing and verification of cyber intrusions. The SDN controller 
continuously watches network-wide data flows especially 
those initiated from the possible entry points of attackers 
while checking whether or not there exist any abnormal 
communications or suspicious connections. The standard-
ized programmability provided by SDN enables straightfor-
ward implementations of existing verification techniques 

like the cross-layer semantics analysis [86]. In order to 
detect the presence of anomalies, the SDN controller may 
perform timing analyses and content inspection for each 
data flow by considering the spatiotemporal correlation of 
network traffics. Suspicious data flows can even be marked 
for subsequent forensic analyses to track and identify delib-
erate actions of attackers.

SDN technologies also make it easier to develop specifi-
cation-based intrusion detection techniques. Specifications 
stipulating the characteristics of legitimate behaviors are 
defined uniquely for individual power applications. In 
comparison with conventional signature-based and anom-
aly-based techniques, specifications are advantageous in 
detecting previously unknown attacks with a reduced level 
of false-negative and false-positive errors [87]. For example, 
specifications largely improve the efficiency of identify-
ing bad data in various electric power system applications. 
Furthermore, the SDN controller can even conduct com-
plete semantics analyses for an application running in a vir-
tual segment so as to detect and prevent any execution of 
inauthentic applications (e.g., possibly induced by the mal-
ware in application servers).

Through active monitoring and verification at runtime, 
the microgrid control center will obtain accurate security 
consciousness, and prepare for a rapid response to potential 
cyber incidents. For example, if there is a field device com-
promised by attackers, the control center will identify its 
appearance by observing its malicious behaviors in a timely 
manner. In particular, the SDN controller can even place 
temporary restrictions on the network connectivity of that 
device by prohibiting all associated data exchanges so as to 
prevent the propagation of cyber incidents.

D. Second Line of Defense

1) Moving Target Defense: Moving target defense presents 
attackers with a varying attack surface, thereby increasing 
the apparent complexity of achieving their goals [88]. In 
essence, moving target defense introduces unpredictability 
and diversification to system functionalities so that attackers 
lack a sufficient information to execute a successful attack.

With unprecedented network reconfiguration capabili-
ties, SDN technologies can easily effectuate moving target 
defense in microgrid operations. First, the SDN controller 
can frequently change the IP addresses and traffic routing 
rules of connected field devices without hampering the con-
figuration integrity or increasing the operation overhead [89].  
Second, the SDN controller can dynamically control the con-
nectivity of field devices to the control center [85]. Without 
any implication on physical functions, field devices are 
enforced to not always be accessible to the control center. 
Instead, they are periodically put in the idle state from the 
view of the cyber system and routes will be automatically 
established to enable data exchanges only when necessary. 
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Meanwhile, attackers will inadvertently expose their actions 
when manipulating the devices in the idle state. Third, the 
SDN controller can randomly select the partial informa-
tion that is sufficient for power applications from abundant 
measurements so as to filter out unwanted and potentially 
malicious data. Therefore, in the face of moving target 
defense, attackers can hardly execute effective attacks to 
incur implications on microgrid operations.

Fig. 13 illustrates the application of moving target 
defense in the process of microgrid state estimation, where 
solid and dashed lines indicate measurements that are 
selected and not selected, respectively. The control center 
can utilize the measurements from any three of the five 
meters to conduct accurate state estimation, conforming to 
the fact that electric power systems commonly have enough 
measurement redundancy for achieving the full observ-
ability [90]. Accordingly, the control center can randomly 
change the combination of engaged measurements, which 
clearly increases the complexity of false data injection as 
compromised measurements are not necessarily used for 
state estimation.

2) Defensive Deception: Defensive deception is a way to 
“fight fire with fire,” which is especially effective in fighting 
off targeted cyberattacks. Principally, defensive deception 

can obfuscate any critical information of microgrid opera-
tions (e.g., control command, communication protocol, 
power application, network connectivity) so that it manages 
to distort attackers’ knowledge about the cyber system and 
make it more difficult for them to discover vulnerabilities.

In particular, system information can be camouflaged to 
imitate the complexity of realistic cases without reflecting 
their actual characteristics. SDN technologies are especially 
useful camouflaging the network traffics. For example, the 
SDN controller can command the switches to report non-
existing measurements on behalf of the connected field 
devices. Accordingly, even if attackers manage to invade the 
cyber system, they will be misguided by the camouflaged 
information and can hardly execute successful attacks 
against microgrid operations.

Similar to the well-known “Honeypot” in the IT domain 
[91], camouflaged traps can be inserted into the microgrid 
cyber system. These traps can mimic the smooth function-
ing of cyber components and intentionally expose exploit-
able vulnerabilities as decoys to potential attackers. Once 
attackers engage the decoy, the control center will be imme-
diately notified to respond to their malicious activities. 
Fig. 14 shows the deployment of a decoy server for trapping 
attackers, where the data flows from and to this decoy can be 
forged using SDN technologies. Since there is no reason for 
legitimate devices to directly communicate with the decoy, 
the attempts made by attackers can be easily identified.

E.  Third Line of Defense

1) Decentralized Power Control: Microgrids should remain 
functional and sustain high-quality power services to local 
customers even in the presence of cyberattacks impacting the 
normal operations. The control center, as the hub for micro-
grid operations, can suffer the single point failure. Any mal-
function or failure of the control center may lead to degraded 
services or even power outages in the local area served by the 
microgrid. Thus, field devices, especially DERs, should pos-
sess the ability of operating properly in the absence of super-
visory control from the microgrid control center.

Fig. 13. Moving-target defense for microgrid state estimation.  
(a) One feasible combination; (b) Another feasible combination.

(a)

(b)

Fig. 14. Deployment of a decoy server.
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The hierarchical control architecture [92], [93], shown 
in Fig. 15, provides microgrid operations with the distin-
guished flexibility against cyber incidents. This architec-
ture combines the benefits of centralized and decentralized 
control mechanisms. On the one hand, DERs possess local 
controllers which allow them to function properly as auton-
omous control entities independent of the control center. 
Accordingly, these DERs can be controlled in a decentral-
ized manner when the functionalities of the communication 
network or the control center are degraded or disrupted by 
cyberattacks. On the other hand, a functional control center 
provides dispersed DERs with optimal output settings to 
improve the efficiency of microgrid operations in normal 
conditions.

In order to implement the hierarchical control, DERs 
can be controlled as voltage sources to regulate the fre-
quency and voltages in the microgrid according to their 
respective droop characteristics. Using local measurements, 
droops enable the power imbalance initiated by cyberattacks 
to be proportionally shared among DERs, as reflected in pri-
mary control. Secondary control aims at mitigating regula-
tion errors introduced by primary control. Both primary 
and secondary control are performed locally at the DER 
level. Tertiary control is performed centrally at the control 
center for optimizing the microgrid-wide energy manage-
ment. After the execution of secondary control, microgrids 
can maintain the nominal values for frequency and volt-
ages even in the absence of tertiary control. Accordingly, 
microgrids can rely on the decentralized power control to 
sustain physical security while mitigating the implications 
of cyberattacks.

2)  Self-Healing Communication Networking: SDN tech-
nologies are advantageous in incorporating self-healing 
capabilities in communication networks in order to ride 
through cyber incidents [94]. Once microgrid operations 
are influenced, the SDN controller can perform postmortem 
forensic analyses to locate compromised sources that initi-
ated the attacks and isolate them from the communication 
network as a necessary step for normal operations. After the 
identification of compromised sources and disrupted com-
ponents, the SDN controller dynamically reconfigures the 
communication network to curb the propagation of cyber 
incidents by strategically resetting switches and reestablish-
ing the routing rules.

The self-healing networking capability takes effect in 
the form of fast failover, which can be achieved in two 
stages, as shown in Fig. 16. The first stage is in charge of 
determining the optimal failover schemes against postu-
lated cyber contingencies with the consideration of uncer-
tain network traffics. The first-stage problem with user-
specified operation limitations can therefore be solved by 
robust optimization [95] or stochastic optimization [96] 
techniques in an offline fashion. After the realization of 
a cyber contingency, the SDN controller automatically 
reconfigures the network after looking up the failover 
tables specified at the first stage. Meanwhile, it optimizes 
the routes for data transmission to time-critical microgrid 
applications based on the real-time monitoring results of 
network traffics. Eventually, the SDN controller enables 
the configuration of newly optimized routes in the com-
munication network at runtime.

V II.   CONCLUSION

Microgrids play a significant role in achieving the goals of 
energy efficiency, sustainability, security, reliability, and 
resilience in electric power system operations. With the 
development and implementation of microgrids, electric 

Fig. 15. Fault-tolerant power control flowchart. Fig. 16. Two-stage self-healing framework
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power systems have been transitioning from large-scale 
centralized systems to small-scale distributed systems. 
Microgrids, in essence, are typical cyber–physical systems 
where physical processes increasingly rely on advanced 
ICTs. While ICTs facilitate the control and management 
of onsite resources, they introduce a wide range of cyber 
threats to microgrid operations. Cybersecurity concerns 
are also spreading beyond the IT domain, since an insecure 
microgrid cyber system tends to incur inexplicable physical 
implications in the microgrid.

Cybersecurity plays a key role in maintaining the observ-
ability and controllability of physical processes, which necessi-
tates the mitigation of cyber threats in microgrids for ensuring 
satisfactory power supplies to serve customers. Compared with 
the principles of mitigating physical vulnerabilities, ever-evolv-
ing cyber threats are considered more challenging. Microgrids 
adequately hardened against physical disruptions may remain 
unexpectedly vulnerable to cyberattacks. Accordingly, it is cru-
cial to treat cybersecurity issues seriously and address them 

proactively so that the cyber risk in microgrid operations is rea-
sonably reduced. Microgrids should also respond positively to 
and recover rapidly from cyber incidents in order to fulfill their 
critical mission of keeping the lights on.

A microgrid is also a promising platform for incorporating 
multiple local energy carriers (e.g., natural gas, heat, water) 
as an energy hub [97]–[99], which intertwines the genera-
tion, delivery, and consumption of multiple energy forms. 
In this context, microgrids are also subject to cyber threats 
in other energy infrastructures when a single cyber incident 
tends to cause severe physical consequences across several 
interdependent infrastructures. In order to provide reliable 
and resilient public services, microgrids need to enhance 
their cybersecurity holistically throughout the associated 
energy infrastructures, calling for close collaborations among 
industry, academia, and government.� 
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